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Abstract

     The Industry4WRD readiness assessment (RA) model is a valuable tool for manufacturing companies to identify gaps and 
develop improvement plans for implementing Industry 4.0 concepts. It aligns with global implementation initiatives and has the 
potential to become a practical guideline and standard for Industry 4.0 implementation worldwide. With the competitiveness 
of manufacturing SMEs playing a crucial role in Malaysia’s economy, it is imperative for these SMEs to embrace Industry 4.0 and 
enhance their global competitiveness. The Industry4WRD RA program, organized by the Ministry of International Trade and 
Industry (MITI), offers SMEs the opportunity to participate and align with Industry 4.0 through a structured assessment process. 
This paper presents the methodology and processes of applying the Industry4WRD RA model, including the results from a case 
study conducted on two manufacturing SMEs. The quantitative and qualitative findings explore the relationship between various 
shift factors, thrusts, and dimensions, defining the SMEs’ Industry 4.0 readiness profiles. These results help SMEs identify their 
current baseline, pinpoint gaps, and develop improvement plans for full-scale implementation of Industry 4.0. The research 
serves as a reference for future work and enhancements in this field.
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Introduction 
Industry 4.0 technology enablers

     The significance of the Industry 4.0 transformation and the imperative to position countries within the global market has garnered 
increasing attention on a global scale. This has prompted various governments worldwide to announce initiatives aimed at facilitating 
its implementation. Originating as an initiative from Germany, Industry 4.0 has served as a catalyst, inspiring other nations to embark 
on comparable conceptualizations and approaches in alignment with this prevailing global mega-trend [1, 2]. The inception of Indus-
try 4.0 concepts and terminology took place in Germany in 2011. This development was rooted in the evolutionary trajectory of tech-
nology, with a primary focus on envisioning the future of Industry 4.0. At its core, Industry 4.0 entails the seamless integration of Cy-
ber-Physical Systems (CPS) into production and logistics systems. It also encompasses the introduction of a network of instruments 
and services into production processes, which, in turn, engenders novel avenues for value creation, business models, organizational 
structures, as well as decision and communication mechanisms [3]. A core focus of the Industry 4.0 transformation agenda is the ex-
tensive and pervasive implementation of a digital transformation framework within the manufacturing industry, encompassing Small 
and Medium Enterprises (SMEs) as well. This digital transformation has exerted substantial influence on various aspects such as 
business models, production processes, and corporate governance. Over the past decade, advancements in information and communi-
cation technologies (ICT) infrastructure and analytical capabilities have fueled a continuous stream of innovation across all levels of 
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business models and corporate organization. The capacity of companies to effectively navigate and leverage these transformations has 
emerged as a critical element for achieving competitive advantage across nearly all economic sectors [4]. Industry 4.0 denotes an 
emerging paradigm in the manufacturing sector that embodies advanced principles of smart manufacturing and production. It is dis-
tinguished by the pervasive digitalization of processes and the establishment of real-time connectivity throughout the industrial value 
chain. This transformative approach leverages cutting-edge technologies, such as the Internet of Things (IoT), artificial intelligence 
(AI), robotics, and cloud computing, to optimize operational efficiency, enhance productivity, and enable dynamic decision-making 
within the manufacturing ecosystem. By seamlessly integrating digital technologies with physical assets and systems, Industry 4.0 
aims to create a highly interconnected and intelligent manufacturing environment capable of driving substantial advancements in 
productivity, flexibility, and overall competitiveness [5]. Furthermore, the principles inherent in Industry 4.0 will facilitate the transi-
tion towards smart factories, incorporating additional design principles such as product individualization or mass customization, 
modularization, horizontal and end-to-end integration, autonomous operation, and service-oriented approaches [6]. The implementa-
tion of Industry 4.0 technologies, such as CPS, in the manufacturing sector offers the potential to enhance automation levels, thereby 
improving operational performance and efficiency for adopting manufacturers. This adoption of new concepts brings additional value, 
including increased revenue, improved efficiency, cost-saving, reduced debt, and increased investment [7, 8]. The CPS in Industry 4.0 
facilitates improved logistic lead times through enhanced connectivity and traceability. This enables real-time monitoring of the sup-
ply chain, establishing seamless end-to-end connections with manufacturers [9]. The future of manufacturing, as envisioned by Indus-
try 4.0 concepts, entails the decentralization and digitalization of manufacturing supply networks. These networks possess the ability 
to operate autonomously, effectively managing manufacturing operations by responding to real-time environmental changes and stra-
tegic business objectives [8]. The ultimate result of the transformation driven by smart factory concepts will be the integration of a 
broader value network that is capable of meeting specific customization requirements based on demand patterns [10, 11]. The inte-
gration and real-time connectivity of assets, including machines, equipment, and materials, contribute to the optimization and signif-
icant reduction of costs associated with mass production. These new value-added concepts enhance the efficiency and effectiveness of 
manufacturing processes, leading to cost savings [12]. The extent of a company’s adoption of Industry 4.0 concepts is influenced by its 
readiness to embrace digitalization in all aspects of its activities, as mentioned earlier. One crucial factor that determines early imple-
mentation is the size of the company. Larger companies, which produce in large volumes and focus on continuous optimization through 
automated production, may have different approaches compared to small and medium-sized enterprises (SMEs). SMEs, in contrast, 
may rely on fewer or non-automated steps in their production processes [2]. German entrepreneurs predominantly view Industry 4.0 
as an opportunity; however, they also anticipate that failing to overcome key challenges may lead to a decline in competitiveness. From 
a global perspective, the most significant challenges associated with implementing Industry 4.0 include the lack of a digital culture and 
adequate training, insufficient clarity or support from the management team regarding the vision, and uncertainties regarding the 
economic benefits derived from investments in digital transformation [8, 13]. Despite the significant potential benefits offered by In-
dustry 4.0, which include the adoption of CPS, real-time digital connectivity, and advanced technologies such as the Internet of Things 
(IoT), cloud computing, big data analytics, artificial intelligence (AI), and system integration, small and medium-sized enterprise 
(SME) manufacturers worldwide continue to exhibit a degree of caution towards its implementation. In some instances, these manu-
facturers may even display resistance or reluctance towards embracing Industry 4.0 concepts [14]. Many small and medium-sized 
enterprises (SMEs) recognize the need to identify future growth opportunities, but they often struggle to understand how to effective-
ly seize the challenges presented by Industry 4.0. Additionally, they may find it difficult to envision how the Industry 4.0 model aligns 
with their existing business models. This uncertainty and lack of clarity can hinder their ability to fully embrace and leverage the po-
tential benefits of Industry 4.0 [15, 16]. On top of the digital culture adoption, another critical challenge is on the investment-related 
issues for the technology pillars [17] such as IoT, cloud computing, big data analytics, cybersecurity, autonomous robot, and additive 
manufacturing among the SMEs as it is required for implementing Industry 4.0 and requires a massive amount of capital investment 
[11]. To successfully navigate the Industry 4.0 transformation, small and medium-sized enterprises (SMEs) should adopt a holistic 
approach that encompasses all aspects of the transformation process. The initial emphasis should be placed on ensuring organization-
al and personnel readiness, as this can be achieved without significant financial investment. Strategies to enhance readiness may in-
clude raising awareness about Industry 4.0, conducting thorough pain point studies to identify specific areas for improvement, and 
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providing training programs for staff members in automation and industrial information technology related to Industry 4.0 and Cy-
ber-Physical Systems. By focusing on these foundational elements, SMEs can lay the groundwork for a successful and smooth transi-
tion to Industry 4.0 [13, 18]. It is crucial to acknowledge and address the significant challenge posed by the lack of a clear strategy in 
value creation and the absence of leadership support when implementing Industry 4.0. These challenges can have far-reaching impli-
cations and contribute to other obstacles faced during the transformation process. Without a clear strategy, organizations may strug-
gle to define their goals, align their efforts, and effectively allocate resources. Additionally, the absence of leadership support can hin-
der decision-making, hinder employee buy-in, and impede the necessary changes in organizational culture and practices. Therefore, it 
is imperative to tackle these challenges head-on, by developing a comprehensive strategy that outlines the value-creation objectives 
and obtaining strong leadership commitment and support. By doing so, organizations can mitigate potential hurdles and create an 
environment conducive to successful Industry 4.0 implementation [19].

Industry 4.0 adoption among the manufacturing SMEs in Malaysia

    In Malaysia, SMEs play a vital role in the country’s economy, making significant contributions to the overall gross domestic prod-
uct (GDP) and employment. In 2018, they accounted for 36.3 percent of the GDP and employed nearly 70 percent of the total labor 
workforce. With SMEs comprising 98.5 percent of business establishments in Malaysia, their adoption of advanced technologies be-
comes crucial for driving overall technological progress. However, the current state of technology adoption among SMEs in Malaysia 
is not satisfactory. Reports from the Malaysia Productivity Corporation (MPC) indicate that only 10 percent of SMEs have embraced 
information and communication technology (ICT) solutions. Furthermore, the Ministry of International Trade and Industry (MITI) 
has conducted the Readiness Assessment (RA) program, which is fully funded to assist SMEs in their digital transformation journey. 
Surprisingly, out of the 50,000 manufacturing SMEs in Malaysia, only 300 companies have registered for this program. These statistics 
highlight the existing challenges and the considerable gap in technology adoption among SMEs in Malaysia. Efforts should be made 
to address the barriers that hinder the adoption of advanced technologies in the SME sector. By promoting awareness, providing sup-
port, and offering tailored programs, the government, industry associations, and other relevant stakeholders can encourage greater 
participation and help SMEs seize the opportunities presented by digital transformation [20]. On 31 October 2018, the Prime Minister 
of Malaysia, had launched the National Policy on Industry 4.0 known as Industry4WRD [21]. Industry4WRD in Malaysia is a strategic 
response to the growing need for digital transformation in the manufacturing sector and its related services. It aims to facilitate the 
adoption of Industry 4.0 principles by companies in a structured and comprehensive manner, employing the Readiness Assessment 
(RA) standard model. This initiative primarily emphasizes three key shift factors: people, process, and technology, recognizing their 
pivotal role in driving successful Industry 4.0 implementation [22]. The Industry4WRD RA program offers a comprehensive frame-
work for evaluating the capabilities and preparedness of companies in adopting Industry 4.0 technologies and processes. By utilizing 
a predefined set of indicators, the RA enables firms to assess their current strengths and identify areas requiring improvement. The 
systematic approach of the RA standard allows for a thorough analysis of SMEs in Malaysia, helping to identify gaps across various 
dimensions outlined by the program. These identified gaps then serve as key variables for targeted improvements during the Indus-
try4WRD transformation [23]. 

Industry4WRD Readiness Assessment (RA) Versus Singapore Smart Industry Readiness (SIRI)

     To facilitate the manufacturing companies to have a comprehensive understanding of Industry 4.0 implementation, several read-
iness assessment and maturity models have been developed to assist companies to identify where are the gaps between the current 
situation and the standard and one of the frequently cited is the German RAMI 4.0 (Reference Architectural Model Industry 4.0) model 
for Industry 4.0 [24] and also “IMPULS - Industrie 4.0 Readiness” [25] both published in 2015. 

    The Industry4WRD RA model was introduced in 2018, while the Singapore Smart Industry Readiness (SIRI) model was officially 
launched in 2017 in Singapore. Although there are similarities between the two models, they also exhibit significant differences in 
terms of the key pillars, terminology, and dimensions or variables they focus on. The RA and maturity models serve as frameworks 
for conceptualizing and evaluating organizations in a qualitative or quantitative manner, allowing for a systematic and continuous 
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assessment of their readiness and progress in adopting Industry 4.0 principles [25]. Since the most recent model been introduced are 
SIRI [26] and Industry4WRD RA [27], Table 1 below shows the comparison between the key similarities and key differences between 
both models.

Items description Industry4WRD Readiness Assessment (RA) 
Model

Smart Industry Readiness Index (SIRI)

Year released 2018 2017
Total layers 3 3
Layer 1 description (Highest 
level)

Shift factor / 3 Factors Building block / 3 Building blocks

Layer 2 description (Middle 
level)

Thrust / 8 Thrusts Pillars / 8 Pillars

Layer 3 description (Lowest 
level)

Dimension / 21 Dimensions Dimension / 16 Dimensions

Layer 1 variables People, Process, Technology Organization, Process, Technology
Layer 2 variables •	 Transformation Initiative, 

•	 Human capital development
•	 Supply chain management
•	 Product management
•	 Operation management
•	 Asset automation (vertical integration)
•	 Asset connectivity 
•	 Asset intelligence

•	 Structure and management
•	 Talent readiness
•	 Supply chain
•	 Product lifecycle
•	 Operations
•	 Automation
•	 Connectivity
•	 Intelligence 

Layer 3 variables •	 Industry 4.0 strategy
•	 Collaboration structure and governance
•	 Leadership
•	 Top management technology savviness
•	 Personnel Industry 4.0 competency
•	 Cybersecurity
•	 Horizontal integration
•	 Product individualization
•	 Product lifecycle management
•	 Performance management
•	 Technology management
•	 Product management
•	 Shop Floor Automation
•	 Facilities Automation
•	 Enterprise Automation
•	 Shop Floor Connectivity
•	 Facilities Connectivity
•	 Enterprise Connectivity
•	 Shop Floor Intelligence
•	 Facilities Intelligence
•	 Enterprise Intelligence

•	 Strategy and governance
•	 Inter and Intracompany collaboration
•	 Leadership competency
•	 Workforce learning and development
•	 Horizontal integration
•	 Vertical integration
•	 Integrated product lifecycle
•	 Shopfloor Automation
•	 Facility Automation
•	 Enterprise Automation
•	 Shopfloor Connectivity
•	 Facility Connectivity
•	 Enterprise Connectivity
•	 Shopfloor Intelligence
•	 Facility Intelligence
•	 Enterprise Intelligence

Table 1: Comparison between Industry4WRD RA (Malaysia) and SIRI (Singapore).
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     It is recognized that the Industry4WRD Readiness Assessment (RA) encompasses a broader range of dimensions compared to SIRI. 
However, it is important to highlight that the development of both the SIRI and Industry4WRD RA models is based on comprehensive 
information regarding dimensions, items, datasets, and methodologies. These models are rooted in sound scientific principles, and 
their structure and results are effectively communicated in a well-organized manner. The Industry4WRD RA, as presented in this pa-
per, serves as a valuable reference for expanding existing models and tools, particularly due to its emphasis on manufacturing-specific 
organizational aspects.

The development of the Industry4WRD RA for manufacturing SMEs

     The concept of Industry 4.0 in Malaysia has been primarily influenced by foreign high-tech companies and large multinational man-
ufacturing companies that have already embraced these concepts. Since the launched of Industry4WRD policy in 2018 [21], the SMEs 
still very slow in embracing the Industry 4.0 concepts, although these they are most likely to be the big recipient in term of special in-
centives introduced through the policy. SMEs are often able to deploy the digital transformation more rapidly because they can develop 
and implement a new IT structure from scratch more effectively [28]. The manufacturing industry in Malaysia has faced concerns 
in recent years as it has transitioned from being an investment destination for low-cost labor manufacturing to being challenged by 
emerging countries offering lower-cost alternatives [21]. Hence, the implementation of Industry4WRD will provide support to SMEs in 
Malaysia in adopting Industry 4.0 through a systematic and comprehensive approach using the RA model. This approach emphasizes 
the three key shift factors of people, process, and technology, while incorporating technology support through the eleven core enabling 
technology pillars. The program aims to achieve specific end goals, including improving labor productivity, enhancing the manufac-
turing sector’s contribution to the economy, strengthening innovation capacity, and creating more opportunities for high-skilled jobs 
compared to the existing baseline [22, 29]. In Malaysia, small and medium enterprises (SMEs) play a significant role in the country’s 
overall business landscape, accounting for 98.5 percent of all business establishments. The manufacturing sector, comprising 49,101 
establishments, stands as the second largest contributor among SMEs, with the service sector taking the top position. The substantial 
presence of SMEs in the manufacturing sector highlights their potential to contribute to Malaysia’s future economic development [21]. 
In the manufacturing sector, small and medium enterprises (SMEs) are classified as establishments with an annual sales turnover 
that does not exceed RM50 million or a full-time employee count that does not exceed 200 [30]. To be eligible for the fully funded 
Readiness Assessment (RA) program, in addition to the SME status, manufacturing companies in Malaysia must meet two additional 
criteria. Firstly, the company must have been in operation for a minimum of three (3) years, indicating a certain level of stability and 
experience in the industry. Secondly, the company must hold a Manufacturing License (ML), which serves as an official authorization 
for engaging in manufacturing activities. These criteria ensure that the RA program is targeted towards established manufacturing 
companies that have the necessary experience and legal permissions to participate in the program [27]. The Industry4WRD RA was 
developed through extensive consultations with various stakeholders, including ministries, agencies, academia, and subject matter 
experts. It underwent a verification process with international organizations to adopt best practices. The guideline and scoring criteria 
were tested on pilot companies from different sectors and sizes to assess their validity and effectiveness. The development process 
aimed to ensure a comprehensive and reliable assessment of readiness for Industry 4.0 adoption [27]. The mock-up process closely 
resembles the actual Readiness Assessment (RA) in terms of assessment criteria, methodology, and data computation. It serves as a 
representative example of the overall implementation of the Industry4WRD RA nationwide, as depicted in Figure 1 [31].
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Figure 1: Malaysia’s Industry4WRD Policy readiness assessment (RA) 
Development Methodology.

     This paper presents the methodology of the Industry4WRD RA model for assessing manufacturing SMEs in Malaysia regarding their 
adoption of Industry 4.0. The model aims to systematically identify the current baseline, gaps, and profiling of Industry 4.0 adoption. 
It serves both scientific and practical purposes. Scientifically, it provides reliable data on the adoption of Industry 4.0 by manufac-
turing SMEs, considering the three key shift factors of People, Process, and Technology, along with eight thrust areas and twenty-one 
dimensions. Practically, the model helps RA assessors and company personnel assess the status of Industry 4.0 adoption and evaluate 
the effectiveness of transformation strategies. A voluntary SMEs company participated in the mock-up exercise, as depicted in Figure 
1. The second part of this paper focuses on presenting the results of the Industry4WRD RA case study for two SMEs, namely A and 
B. These SMEs voluntarily participated in the mock-up exercise of the RA assessor qualification program. The case study examines 
the outcomes of the Industry4WRD RA assessment conducted on these SMEs, providing insights into their readiness and adoption of 
Industry 4.0 practices [32] organized by MITI and Penang Skills Development Centre (PSDC) in 2019. This paper will provide a quan-
titative data comparison of the Industry4WRD RA results for two manufacturing companies, focusing on all factors and dimensions 
that are critical to the study. The RA model serves both scientific and practical purposes and is presented through key findings in the 
area of Industry 4.0 strategy, which falls under the people dimension. The quantitative data aims to establish the current baseline of 
Industry 4.0 implementation for the two manufacturing SMEs, considering the three key shift factors, thrusts, and dimensions outlined 
in the Industry4WRD RA model. The case study is intended to guide future researchers in identifying areas for improvement based 
on critical findings from the RA. Root cause analysis (RCA) can be conducted for each dimension that requires improvement out of 
the twenty-one dimensions assessed. Problem-solving tools, such as fishbone analysis, can be utilized to identify causes and effects, 
thereby transforming problems into measurable program goals and objectives. This approach will help elevate the standards of each 
assessed dimension, emphasizing a more comprehensive approach [33]. The case study presented in this paper not only contributes 
to the understanding of the Industry4WRD RA model but also serves as an educational resource for practitioners, including academia, 
industry players, and government agencies. It will further support the overall success of the Industry 4.0 transformation agenda in 
Malaysia. This Industry4WRD RA case study in manufacturing SMEs is a valuable guide for expanding existing studies and enriching 
the database on the subject of Industry 4.0.

Research Methodology 
Industry4WRD methodology- Part I

     This section of the paper focuses on three key shift factors, eight thrusts, and twenty-one dimensions, as depicted in Figure 2. Using a 
specific SME company that participated in the mock-up RA, examples are provided to demonstrate the proposed RA methodology and 
processes. The RA model is structured into three interconnected layers represented by rings. The inner ring consists of the three key 
shift factors: People, Process, and Technology. The middle ring represents the division of each shift factor into thrusts, and the outer 
ring represents the division of each thrust into dimensions.
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Figure 2: Malaysia’s Industry4WRD Policy RA introduced model by MITI.

     The People shift factor focuses on the strategies related to leadership roles and employee competency. It encompasses two thrusts: 
human capital development and sustainable transformation initiatives. Five dimensions are outlined under these thrusts, including 
personnel Industry 4.0 competency, top management technology savviness, leadership, collaboration structure, and governance. The 
Process shift factor pertains to the management systems involved in operations, supply chain, and product life cycle. It emphasizes 
smart solutions related to Industry 4.0 core technology pillars, strategic public-private partnerships, security, sustainability, and prod-
uct co-creation. Seven dimensions are outlined under this shift factor, including production management, technology management, 
performance management, product lifecycle management, product individualization, horizontal integration, and cybersecurity.

     The Technology shift factor focuses on the application of technology advancements in automation, connectivity, and intelligence. It 
is measured in three areas: shop floor, facilities, and enterprise. Nine dimensions are outlined under this shift factor, including shop-
floor automation, facilities automation, enterprise automation, shop-floor connectivity, facilities connectivity, enterprise connectivity, 
shop-floor intelligence, facilities intelligence, and enterprise intelligence. The RA enables organizations to measure their readiness 
for Industry 4.0 adoption and formulate relevant strategies. It can be conducted through self-assessment or by a third party. The RA 
activities include interviews with top management and employees, observation of shop-floor activities, documentation review, and 
evidence-based tasks. It is crucial for the organization to be open, participative, cooperative, and approachable to ensure a compre-
hensive and reliable RA result. The RA uses a rubric band scoring guideline to assess each dimension. Table 2 provides an example of 
the scoring criteria for the entire RA, comprising a total of twenty-one scoring criteria. Each dimension is categorized according to its 
respective thrust and shift factor. There are five assessment bands with scores ranging from zero (lowest) to five (highest).
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Band Description
0 Unfamiliar Management is unfamiliar with the concept of the Fourth Industrial Revolution and/or Industry 

4.0 product requirements and/or technology trends. (Traditional leaders)
1 Reactive Management is aware of the changes brought by the Fourth Industrial Revolution and/or Indus-

try 4.0 but adopts a wait and see the approach of peers before responding or depend on external 
parties before developing initiatives.

2 Beginner Management has a strategic perspective and critical analysis of opportunities and threats posed 
by the Fourth Industrial Revolution and/or Industry 4.0. Have plans to be early adopters. (Fast 
follower)

3 Strategist Management understands the application of the latest technology and trends. Management has 
a sustainable plan for early adoption, which is efficiently organized and resources coordinated 
to ensure a successful implementation. (Pacesetter)

4 For-
ward-look-
ing

Management can independently adapt and apply its organizational transformation framework 
based on changing needs and technology trends, with a clear vision for Industry 4.0. A sustain-
able implementation plan is continuously reviewed and monitored. Management is actively 
engaged with each personnel group.

Table 2: RA rubric scoring bands and description (Dimension-Leadership).

     The RA results will be summarized in a concise manner that reflects the organization’s level of readiness for Industry 4.0 implemen-
tation and identifies areas for improvement. A radar or spider-web chart will be utilized to visually represent the results of the assess-
ment for all twenty-one dimensions or variables. The same chart will be used again in the next phase of the RA to plot the dimensions 
or variables once improvements have been made to close the gaps. During the assessment results deliberation, emphasis will be placed 
on dimensions that require attention, providing justifications and remarks on the current state of the assessed organization. The RA 
report will also outline opportunities for improvement in each dimension, highlighting the benefits that can be realized through clos-
ing the gaps and fully embracing Industry 4.0 concepts. Furthermore, the RA report will include proposed action plans that outline 
steps to be taken to address the identified gaps. These action plans will underscore the benefits that can be achieved by implementing 
the proposed improvements and fully integrating Industry 4.0 principles into the organization’s operations.

Shift factor Thrusts
Technology 
(50 %)

Asset automation (vertical integration)
Asset connectivity
Asset intelligence

Process 
(30 %)

Operations management
Supply chain management
Product chain management

People 
(20 %)

Human capital initiative
Transformation development

Table 3: Industry 4.0 RA Thrust Criteria Weightage.

     The Industry 4.0 RA model assigns weightage to the thrust criteria of each shift factor based on the level of implementation com-
plexity, as indicated in Table 3. The final score of the RA is calculated using formulas ranging from number one (1) to five (5). Based on 
this final score, the overall results are summarized and interpreted according to Table 4. 
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Readiness 
profile

Percentage 
scored

General descriptions

Conventional 0 % to 20 %
The operation remains “as is” with no intention or initiative to embark on 
Industry 4.0 initiative. 

Newcomer 21 % to 40% Have interest in pursuing Industry 4.0 but with none or very minimal efforts.

Learner 41 % to 60 %
Have the interest to pursue a pilot project for Industry 4.0 in operation. Plan-
ning and strategies, efforts, either simple or scattered initiatives exist. Ready for 
minor system adoption.

Experienced 61 % to 90 %
Have undertaken small to medium scale Industry 4.0 initiatives in operation as 
well as horizontal integration. Ready for major system adoption.

Leader 91 % to 100 %
Have implemented large scale Industry 4.0 initiatives (company-wide) and 
system integration.

Table 4: The overall RA profile and scoring for the company.

Industry4WRD case study methodology - Part II

     The readiness assessment (RA) case study in this paper follows the rubric scoring guideline for all twenty-one dimensions based 
on the Industry4WRD RA model and methodology (Figure 2). The case study process, depicted in Figure 3, includes on-site RA at the 
two SMEs, comprehensive coverage of all dimensions with quantitative scoring, documentation of critical findings for each dimen-
sion, analysis of the final Industry 4.0 profiling summary score, and sharing of results with the SMEs. Once the SMEs agree, the case 
study is reported in this paper and considered closed. The entire process took approximately two weeks for each SME, with the most 
time-consuming task being the rubric scoring process for all twenty-one dimensions, including detailed findings to justify the scores. 
Data analysis, discussion of results, and conclusions were also part of the process. The report was approved by both SMEs upon the 
first submission without any modifications to the findings and scoring. The RA was conducted by a certified assessor who completed 
the Industry4WRD certification program at PSDC and received training from the master trainer, Mr. Ts. Azhar Bin Md Nayan, the Tech-
nical Advisor at PSDC.
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Figure 3: Malaysia’s Industry4WRD Policy RA - Case Study Flow.

     Table 5 presents the two SMEs that voluntarily participated in this case study. They are referred to as SME A and SME B throughout 
the results discussion and conclusion in this paper. Both companies meet the definition of SMEs in terms of annual revenue or sales 
turnover not exceeding RM50 million and total employees not exceeding 200. The table compares the company name, location, annual 
revenue or sales, total employees, and the date of the mock-up conducted. SME A focuses on packaging materials and technology, while 
SME B specializes in precision tooling and metal engineering. They are selected to represent different products within the manufactur-
ing sector since the same RA criteria and methodology are applied to all SMEs in Malaysia. Notably, SME B demonstrates almost double 
the annual revenue and total employees compared to SME A, highlighting a key differentiator in terms of company size within the SME 
category. Both SMEs are considered medium-sized SMEs according to the definition provided by SME Corp [30].

Description SME A SME B
Factory Location Bukit Minyak Penang Perai Penang
Annual Revenue (RM) RM23 million (FY2018) RM47 million (2018)
Total Employees (headcount) 91 person 190 person
Industry4WRD RA mock-up date 26 November 2019 25 October 2019

Table 5: SMEs - Company profile comparison.

   During the RA process, quantitative data is collected based on the scores assigned to each assessed dimension using the rubric 
scoreboard. Table 6 provides an example of the rubric scoring for the Industry 4.0 strategy dimension, which is part of the People 
shift factor. The overall assessment includes twenty-one dimensions that align with the Industry4WRD readiness assessment (RA) 
model introduced by MITI. The RA criteria model is structured with three interconnected layers of rings, representing the shift factors, 
thrusts, and dimensions of Industry 4.0 adoption [27].
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Band Description

0 None
Enterprise has no strategies for Industry 4.0. The organization has no current or future inten-
tion of upgrading to a smart factory.

1 Formalized
Enterprise has strategies but not up to Industry 4.0. The organization has plans to establish a 
smart factory as a strategic focus.

2 Early adopter
Enterprise has a transformative strategy for Industry 4.0. A sustainable plan for a smart factory 
is being developed or has been developed using a forward-thinking approach. The plan is im-
plemented at least in one functional area.

3 Strategist
Enterprise has a transformative strategy for Industry 4.0. A sustainable plan with sufficiently 
allocated resources for a smart factory has been implemented. Business activities have achieved 
sustainable growth and profitability through the implementation plan.

4
For-
ward-looking

The implemented transformative strategies and sustainable plan for a smart factory are 
constantly reviewed and improved to account for the latest technology, business model, and 
practices advancements. 

Table 6: Industry 4.0 strategy dimension - Rubric Scoring Band and Description.

     The overall Industry4WRD RA results will be presented in several main sections within the final report. These sections include an 
overview of the company profiles, key performance indicators (KPIs) of the companies, RA results for the People shift factor, RA results 
for the Process shift factor, RA results for the Technology shift factor, key summaries of the overall results, the company’s readiness 
profile, an improvement plan, and a proposal for a proof-of-concept (POC). The final RA report will provide an assessment of the or-
ganization’s current level of Industry 4.0 implementation and identify areas for improvement. In this particular paper, a radar chart is 
used to visually represent the results of the RA for all twenty-one dimensions, allowing for a comparison between SMEs A and SMEs B 
in terms of their current baseline performance. The final score of the RA is calculated by assigning weighted percentages to each factor 
and using the computation formula ranging from one to five, as mentioned earlier. The overall results and final score will determine the 
Industry 4.0 readiness profile for both SMEs A and SMEs B, which will be evaluated according to the criteria presented in Table 7 [31].

Results and Discussions 
Results from the Industry4WRD methodology - Part I

     The results of the RA scoring bands for each of the twenty-one dimensions, representing the three key shift factors of people, pro-
cess, and technology, were obtained from the mock-up run conducted at SME A. These scores are presented using a radar (spider-web) 
chart, as depicted in Figure 4. The second part of the results showcases the overall RA profile of the company, which is determined after 
calculating the overall score using the formula outlined in Table 8. This formula assigns values ranging from one to five.



Citation: MN Azhar., et al. “Industry 4.0 Readiness for Manufacturing SMEs in Malaysia: A Case Study on the Industry4WRD Readiness Assessment 
(RA)". Medicon Engineering Themes 5.3 (2023): 34-50.

Industry 4.0 Readiness for Manufacturing SMEs in Malaysia: A Case Study on the Industry4WRD Readiness Assessment (RA)
45

Readiness 
profile

Percentage 
scored

General descriptions

Conventional 0 % to 20 % The operation remains “as is” with no intention or initiative to embark on 
Industry 4.0 initiative. 

Newcomer 21 % to 40% Have the interest to pursue Industry 4.0 but with none or very minimal efforts.
Learner 41 % to 60 % Have the interest to pursue a pilot project for Industry 4.0 in operation. Plan-

ning and strategies, efforts, either simple or scattered initiatives exist. Ready for 
minor system adoption.

Experienced 61 % to 90 % Have undertaken small to medium scale Industry 4.0 initiatives in operation as 
well as horizontal integration. Ready for major system adoption.

Leader 91 % to 100 % Have implemented large scale Industry 4.0 initiatives (company-wide) and 
system integration.

Table 7: The overall RA profile and scoring for the SMEs.

Figure 4: RA results using radar (spider-web) chart for three key shift factor and its dimension.

Shift Factor Total Dimension 
(Variables)

Total Point 
Score

C Value Percentage  
(Formula 1 to 5)

People, xpeople 5 4 0.80 4%
Process, xprocess 7 9 1.29 10%
Technology, xtechnology 9 6 0.67 8%
Overall RA Score 
(Results)

21 22%

Table 8: Overall RA results and score.

Results from the Industry4WRD case-study methodology - Part II

     In this second part of the results, the quantitative and qualitative findings of the case study are presented in Table 9 for the Industry 
4.0 strategy dimension. This dimension serves as an example to represent the overall assessment of the twenty-one dimensions con-
ducted during the Industry4WRD RA case study at both SME A and SME B. The table provides a comprehensive overview of the results 
obtained for this particular dimension, including the quantitative score and corresponding qualitative remarks for each company.
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Dimension SME A SME B
Quantitative 

Score
Qualitative Finding Quantitative 

Score
Qualitative Finding

Industry 4.0 
Strategy

Score = 1 of 4 
(Formalised)

Description:

Enterprise has 
strategies but not 
up to Industry 
4.0. The organiza-
tion has plans to 
establish a smart 
factory as a strate-
gic focus.

•	 The company does not 
have a documented 
Industry 4.0 Strategy and 
action plan on Industry 
4.0 transformation. 

•	 The current strategy that 
the company is exploring 
is to purchase a machine 
to machine connectiv-
ity devices to enable 
real-time communication 
among machines on the 
shop-floor. 

•	 The strategies to enhance 
the current production 
with automation, connec-
tivity, and intelligence are 
not yet available as the 
company is in the midst 
of identifying an external 
consultant to assist in the 
development of Industry 
4.0 strategy. 

•	 It is seen that the current 
strategy in place is to 
gain more awareness 
of Industry 4.0 with the 
assistant from consultant, 
VA Partners, and visit to 
the factory in Shenzhen 
China.

Score = 1 of 4 
(Formalised)

Description:

Enterprise has 
strategies but not 
up to Industry 
4.0. The organiza-
tion has plans to 
establish a smart 
factory as a strate-
gic focus.

•	 The company aware 
of the importance of 
implementing Industry 
4.0 in its manufactur-
ing process, but there 
is no evidence that 
the strategy had been 
established toward 
Industry 4.0.

•	 The simple roadmap 
has been presented 
during the assessment, 
but it is not conducive 
and too general with-
out any specific target 
and proper activities to 
support the transfor-
mation.

•	 The task force needs 
to be formalized and 
given an authority to 
strategize the imple-
mentation Industry 4.0.

Table 9: Quantitative rubric scoreboard and Qualitative finding during RA for SME A and SME B.

    In the second part of the results, a detailed analysis of the quantitative results will be presented, focusing on the scoring bands 
obtained for each of the twenty-one dimensions representing the key shift factors of people, process, and technology. The results ob-
tained from the assessment conducted during the mock-up run at SMEs A and SMEs B will be visualized using a radar chart, as depicted 
in Figure 5. This chart provides a visual representation of the performance of each company across the different dimensions, allowing 
for a comprehensive comparison of their readiness levels in relation to Industry 4.0 adoption.
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Figure 5: C-Value comparison for three key shift factor and its dimension for SME A & B.

     In the third part of the results, a radar chart will be presented to illustrate the C-Value for each of the shift factors (people, process, 
and technology) for both SMEs A and SMEs B. This radar chart, shown in Figure 6, provides a visual representation of the weighted 
percentage value assigned to each shift factor, highlighting the relative importance of each factor in the overall Industry4WRD RA. Ad-
ditionally, the overall Industry 4.0 RA profile for both SMEs A and SMEs B will be tabulated, incorporating the computed scores using 
the formula one to five mentioned earlier. The tabulated results can be found in Table 6.

Figure 6: C-Value comparison for three key shift factor and its dimension between SME A & B.

Shift Factor Thrust 
Weightage %

Total Dimension 
(Variables)

Total Point 
Score

C-Value Percentage (Formula 
1 to 5)

People, xpeople 20% 5 4 5 0.80 1.00 4% 5%
Process, xprocess 30% 7 7 7 1.00 1.00 8% 8%
Technology, xtechnology 50% 9 8 6 0.89 0.67 11% 8%
Overall RA Score 
(Results)

100% 21 23% 21%

Industry 4.0 RA 
Profile

New 
Comer

New 
Comer 

Table 10: Comparison for RA results and score between SMEs A and SMEs B.
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Conclusions 
The Industry4WRD methodology - Part I

     This research study is valuable in improving the implementation of the Industry 4.0 readiness assessment model. Its objective is to 
present the methodology for conducting the assessment and analyzing the results. The findings indicate that the readiness assessment 
methodology effectively enables companies to evaluate their preparedness for Industry 4.0 transformation. This is achieved through 
the assessment of twenty-one dimensions using scoring bands and the determination of an overall readiness profile based on five 
categories. The results highlight the following key points:

• The highest C-Value obtained in the assessment is four (4), indicating a relatively high level of implementation in certain areas. 
However, all three factors (people, process, and technology) have C-Values lower than the average of two (2), suggesting that 
there are gaps in the implementation of Industry 4.0 concepts. These results highlight the need for further improvements and 
efforts to bridge the gaps in various aspects of Industry 4.0 adoption.

• The Industry 4.0 readiness assessment (RA) methodology reveals that the company’s weakest factor is its people, as indicated 
by a final score of 4 percent. Within the people factor, the lowest scores are observed in personnel Industry 4.0 competency, col-
laboration structure, and governance, with both dimensions scoring zero points. These findings highlight the need for significant 
improvements in developing personnel competency related to Industry 4.0 and establishing effective collaboration structures 
and governance practices within the organization.

     Both companies have achieved the “Newcomer” readiness profile, with an overall final score of 23 percent for SME A and 21 percent 
for SME B. This indicates that both companies have shown an interest in pursuing Industry 4.0 implementation but have not put sig-
nificant efforts into adopting the necessary practices and technologies. The “Newcomer” profile suggests that the companies are in the 
early stages of their Industry 4.0 journey and need to invest more in developing capabilities and strategies to fully embrace Industry 
4.0 concepts and benefits.

The Industry4WRD case-study methodology - Part II

     The Industry4WRD Readiness Assessment (RA) program and policy aim to guide organizations in assessing their readiness for 
Industry 4.0 implementation and developing strategic projects to enhance efficiency, market responsiveness, and customer focus. 
This paper and case study provide valuable insights into Industry 4.0 readiness among manufacturing SMEs in Malaysia and beyond. 
The systematic assessment framework and methodology presented offer a comprehensive overview of the assessment process and 
comparison between two SMEs, A and B. The results enable companies to understand their current readiness baseline and provide 
valuable inputs to government agencies, academia, system integrators, and solution providers. Root cause analysis can be conducted 
for dimensions scoring below the average of two, identifying areas for improvement. By implementing targeted improvement plans, 
companies can increase their scores and ultimately achieve an Industry 4.0 RA profile of 91 percent or higher, becoming market lead-
ers in Industry 4.0 implementation.

The results also show that:

• Both companies SMEs A and SMEs B have scored the same at band one (1) for the Industry 4.0 strategy dimension because the 
strategy does not relate to the Industry 4.0 plan. 

• Both SMEs A and SMEs B, despite having differences in terms of annual revenue/sales and number of employees, scored within 
the range of 21-23 percent, categorizing them as ‘Newcomers’ in terms of their readiness profile. This indicates that both com-
panies are at a similar level of readiness for Industry 4.0 implementation, regardless of their size.

• The C-Value for both SMEs A and SMEs B is below the average score of two (2) for all three shift factors. To improve their overall 
readiness profile, it is necessary to increase the C-Value beyond the current baseline. This can be achieved by conducting a root 
cause analysis (RCA) to identify the underlying reasons for the lower scores and implementing corrective actions to improve 
performance accordingly.
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• Based on this case study, it is evident that both SMEs A and SMEs B have an interest in pursuing Industry 4.0. However, it is also 
observed that their efforts towards implementation are either minimal or non-existent. This finding highlights the need for fur-
ther research to explore and understand the reasons behind this lack of effort and explore strategies to encourage and support 
SMEs in their Industry 4.0 adoption journey.

     The adoption of Industry 4.0 through the Industry4WRD RA model and policy can greatly benefit Malaysia’s manufacturing industry, 
particularly SMEs. It enhances productivity, develops a skilled workforce, boosts innovation capabilities, improves global competi-
tiveness, and contributes to GDP growth. By embracing advanced technologies and driving innovation, SMEs can remain relevant and 
competitive in a rapidly evolving business landscape. The implementation of Industry 4.0 practices leads to increased productivity, 
reduced costs, and optimized operations. It also creates opportunities for upskilling and reskilling, attracting investments, and driving 
economic growth. Overall, Industry 4.0 adoption plays a crucial role in Malaysia’s manufacturing sector’s success and its contribution 
to the country’s economy.
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